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Multiple MobUe IP Sessions With DynamicaUy AUocated Home IP Address 
BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates generally to mobile IP, and in particular to a 
support for multiple mobile IP sessions with dynamically allocated home IP 
addresses. 

Description of the Related Art 

CDMA2000 is a 3G mobile telecommunications standard in which the 
Packet Core Network (PCN) serves as the cornerstone that provides Internet 
Protocol (ff ) services and mobile IP services to mobile nodes (MNs). 

A CDMA2(X)0 network comprises, at least logically, a Home Agent (HA), 
a Foreign Agent (FA), a Packet Data Serving Node (PDSN), and an 
Authentication, Authorisation and Accounting Server (AAA). The HA keeps 
track of the MNs associated with the network, among other things acting like a 
router when a MN roams in another network, receiving packets intended for the 
MN and tunnelling them towards the MN, via a FA in the network where the MN 
is located. The HA also provides mobile IP service to MNs together with a PDSN 
and the AAA server. 

During mobile IP registration, a MN sends a mobile IP registration request 
to the HA, if necessary forwarded by the FA. The MN may request a dynamically 
allocated home IP address by setting the home IP address field in the request to 
zero, i.e. 0.0.0.0 for Internet Protocol (IP) version 4. The HA then dynamically 
allocates a home IP address for the MN and returns this to the MN in a mobile IP 
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registration response, and the HA also creates a mobility binding that is the home 
IP address + the IP address of the FA, and the mobility binding is also associated 
with the Network Access Identifier (NAT) that was provided in the registration 
request. Thus, under the assumption that a MN only uses one NAI, if a MN has 
5 multiple mobiUty bindings, they are all associated with the same NAI. 

During a PDSN to PDSN handoff, a MN sends a mobile IP registration 
request to update the mobility binding on the HA. If the registration request 
includes the home IP address, then the mobility binding is updated. This is usually 
the case as MNs usually remember the dynamically allocated home IP address 

1 0 after PDSN to PDSN handoff. 

Some MNs may however forget their home IP address and therefore send 
a registration request with the home IP address field set to zero. This is not a big 
problem for present day HAs that only support single mobile IP sessions to MNs, 
regardless of whether or not the MNs forget the dynamically allocated home IP 

15 address at PDSN to PDSN handoff. In this case, if the HA has a mobility binding 
for the MN, then the HA finds the, mobility binding and the previously allocated 
home IP address, which is retumed to the MN in the registration response. If the 
MN really requests a new dynamically allocated home IP address, i.e. the HA 
does not have a mobility binding for the MN, then the HA dynamically allocates a 

2 0 new home IP address and returns this to the MN in the registration response. 

However, a HA that supports multiple mobile IP sessions for a MN, i.e. a 
MN may negotiate multiple mobile IP sessions using the same NAI, the HA may 
encoxmter a hitherto unsolvable problem. Since one NAI may have multiple 
mobility bindmgs associated with it on the HA, how does the HA know what a 

2 5 second registration request with the home IP address field set to zero means? Is it 
a request for a second mobility binding, or did the MN forget its home IP address 
during PDSN to PDSN handoff? 
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It would be advantageous to have a method, a system and a HA that 
support for multiple mobile IP sessions for a MN, regardless of whether or not it 
forgets its home IP address during PDSN to PDSN handoff. The present invention 
provides such a method, system and HA. 

5 

SUMMARY OF THE INVENTION 

In one aspect, the present invention is a method for supporting multiple 
mobile IP sessions with dynamically allocated home IP addresses in a 
CDMA2000 network. A Home Agent (HA) receives a registration request 

10 ultimately sent from a Mobile Node (MN), the request comprising a care-of 
address (COA) and a home IP address. The HA then verifies if any mobility 
bindings exist for the MN; if yes, the HA verifies if the COA from the registration 
request is equal to the COA from the latest registration request from the MN, and 
if this is not the case, the HA verifies if the home IP address in the registration 

1 5 request is zero. If the home IP address is equal to zero, the HA verifies if the MN 
has reached its session number limit. If this is not the case, the HA creates a new 
mobile IP session for the MN, but if the session limit is reached, then the HA 
retrieves the home IP address associated with the first mobility binding for the 
MN, and removes any other mobility binding for the MN. The HA finally returns 

20 a registration response. 

In another aspect, the present invention is a system for supporting multiple 
mobile IP sessions with dynamically allocated home IP addresses in a 
CDMA2000 network. The system comprises a Home Agent (HA) that receives a 
registration request ultimately sent from a Mobile Node (MN), the request 
2 5 comprising a care-of address (COA) and a home IP address. The HA then verifies 
if any mobility bindings exist for the MN; if yes, the HA verifies if the COA from 



- 3 - 



PATENT APPLICATION 
DOCKET NO. P16312US1 

the registration request is equal to the COA from the latest registration request 
from the MN, and if this is not the case, the HA verifies if the home P address in 
the registration request is zero. If the home IP address is equal to zero, the HA 
verifies if the MN has reached its session number limit. If this is not the case, the 
HA creates a new mobile JP session for the MN, but if the session limit is 
reached, then the HA retrieves the home IP address associated with the first 
mobility binding for tiie MN, and removes any other mobility binding for the MN. 
The HA finally retums a registration response. 

La yet another aspect, the present invention is a Home Agent (HA) 
comprising an Input/Output unit (FO) and a processing unit. I/O receives a 
registration request ultimately sent from a Mobile Node (MN), tiie request 
comprising a care-of address (COA) and a home IP address, and forwards the 
relevant data to tiie processing unit. The processing unit then verifies if any 
mobility bindings exist for the MN; if yes, tiie processing unit verifies if the COA 
from tiie registration request is equal to the COA from the latest registration 
request from the MN, and if this is not the case, the processing unit verifies if the 
home IP address in the registi-ation request is zero. If the home IP address is equal 
to zero, the processing unit verifies if tiie MN has reached its session number 
limit. If this is not tiie case, the processing unit creates a new mobile IP session 
for the MN, but if the session limit is reached, tiien tiie processing unit retiieves 
the home IP address associated with the furst mobility binding for the MN, and 
removes any other mobility binding for the MN. The I/O finally receives relevant 
data from the processing unit and remms a registration response. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more detailed understanding of the invention, for further objects and 
advantages thereof, reference can now be made to the following description, taken 
in conjunction with the accompanying drawings, in which: 

Figure 1 is a signal flow chart illustrating mobile IP registration according 
to a preferred embodiment of the invention; 

Figure 2 is a method flowchart illustrating mobile IP registration 
according to a preferred embodunent of the invention; and 

Figure 3 is a block chart of a Home Agent according to a preferred 
embodiment of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

The innovative teachings of the present invention will be described with 
particular reference to numerous exemplary embodiments. However, it should be 
understood that this class of embodiments provides only a few examples of the 
many advantageous uses of the innovative teachings of the invention. In general, 
statements made in the specification of the present application do not necessarily 
limit any of the various claimed aspects of the present mvention. Moreover, some 
statements may apply to some inventive features but not to others. In the 
drawings, like or similar elements are designated with identical reference 
numerals throughout the several views, and the various elements depicted are not 
necessarily drawn to scale. 

Referring now to Figure 1 and Figure 2, respectively depicting a signal 
flow chart and a method flowchart illustrating mobile IP registration according to 
a preferred embodiment of the invention. Figure 1 shows a network environment 
10 comprising a home network 11 and a visited network (also called roaming 
network) 12. The home network 11 comprises a Home Agent (HA) 16, and the 
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visited network 12 comprises a Foreign Agent (FA) 14, a Home Authentication, 
Authorisation and Accounting Server (AAA-H) 17, and a Visited Authentication, 
Authorisation and Accounting Server (AAA-V) 15. A Mobile Node (MN) 13, 
whose home network is the home network 11, roams within the visited network 
12. 

While the HA 16 is aware of the limit of the number of sessions for the 
MN 13, a Hmit that may be different for different MNs, the AAA-H 17 controls 
the limit. 

The metiiod starts when the MN 13 sends to the FA 14 a registi-ation 
request 20 comprising the IP address of the FA 14 as its care-of address (COA) 41 
and a home IP address 42. Upon reception, the FA 14 sends a message 21 to the 
AAA-V 15 that proxies it as message 21' to the AAA-H 17, in order to verify if 
the AAA-H 17 approves the registration request 20 for MN 13. The AAA-H 17 
responds in message 22, which is proxied by the AAA-V 15 as message 22', and 
if the response is positive, the FA 14 forwards the registration request 20 to the 
proper HA 16 as registration request 23. 

When the HA 16 receives the registration request 23 it verifies if there are 
any mobility bindings for the Network Access Identifier (NAI) associated with 
the MN 13, step 24. If there are no mobility bindings, the HA 16 dynamically 
allocates a new home IP address for the session and creates a new mobility 
binding for the NAI, step 25. The new home IP 32 address is then returned to the 
MN 13 in a mobile IP registration response 33. 

If it is determined during step 24 that at least one mobility bmding exists 
for the NAI, tiie HA then determines if the COA 41 in the registration request 23 
is the same as the COA associated with the latest mobility binding, step 26. 

If the COAs are identical, then the MN 13 has not performed a PDSN to 
PDSN handoff. The HA 16 then verifies if the home IP address 42 in die 
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registration request 23 is zero, step 27. If so, it means that the MN 13 requests a 
new mobile IP session and the HA 16 proceeds with step 25, in which the HA 16 
dynamically allocates a new home IP address for the session and creates a new 
mobility binding for the NAI. The new home IP 32 address is then returned to the 
MN 13 in a mobile TP registration response 33. 

If the CO As are identical and the home IP address 42 is not zero, it means 
that the MN 13 performs a mobile IP re-registration, in which case the HA 16 
finds the mobility binding corresponding to the IP address 42 and refreshes the 
mobility binding, step 28. 

If, however, it is determined during step 26, that the COA 41 in the 
registration request 23 is not the same as the COA associated with the latest 
mobility binding, it means that the MN 13 has performed a PDSN to PDSN 
handoff . The HA then verifies if the home IP address 42 in the registration request 
23 is zero, step 29. If the home IP address 42 is not zero, but equal to the home IP 
address previously aUocated to the MN 13, then the MN 13 performs a mobile IP 
re-registration during PDSN to PDSN handoff, and the HA 16 finds the mobility 
binding for this IP address 42 (NOT THE NAI?) and refreshes this mobiUty 
binding, step 28. 

If, however, the home IP address 42 is zero, the HA 16 verifies if the MN 
13 has reached its mobile IP session number limit, step 30. If the MN 13 has not 
reached this limit, then the HA proceeds with step 25 and dynamically allocates a 
new home IP address for the session and creates a new mobility binding for the 
NAL 

On the other hand, if the MN 13 has reached its mobile IP session number 
hmit, it means that the MN 13 forgets its home IP address at PDSN to PDSN 

handoff. This is because the FA 14 verifies with the AAA-H 17 before forwarding 
the registration request 23 to the HA 16. If the AAA-H 17 detects that the MN 13 
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has reached its limit, then the AAA-H 17 rejects the registration request and, as a 
result, the FA 14 rejects the registration request 20. Since the HA 16 knows that 
the MN 13 forgets its home IP address it proceeds with step 31 in which it accepts 
the registration request 23, finds the home IP address associated with the first 
mobility binding, and removes any other mobility bindings associated with the 
MN13. 

In all the cases above, if the HA 16 accepts the registration request 23, it 
returns a mobile ff registration response 33 to the MN 13, possibly comprising a 
new home IP address 32. 

Figure 3 is a simplified block chart illustrating a Home Agent (HA) 16 
according to a preferred embodiment of the invention. The HA 16 comprises an 
Input/Output Unit (I/O) 51, a Processing Unit 52, and a memory 53. When 
performing the method described hereinbefore (see Figures 1 and 2), the HA 16 
receives the registration request 23 at the I/O 51 and forwards the relevant 
information 54 to the processing unit 52. The processing unit 52 the performs the 
appropriate steps of the method as described in Figure 2 - i.e. two or more of 
steps 24-31 - and, when needed, requests data 55 from the memory 53 that returns 
the requested data 56. The processing unit 52 then sends the relevant data 57 to 
the I/O 51 that sends the registration response 33. 

Although the system and method of the present invention have been 
described in particular reference to certain radio telecommunications messaging 
standards, it should be realized upon reference hereto that the innovative 
teachings contained herein are not necessarily limited thereto and may be 
implemented advantageously with any applicable radio telecommunications 
standard. It is believed that the operation and construction of the present invention 
will be apparent from the foregoing description. The method and system shown 
and described have are provided as exemplary embodiments of the invention, it 
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will be readily apparent that various changes and modifications could be made 
therein without departing from the scope of the invention as defined by the claims 
set forth hereinafter. For example, while the invention has been described in a 
CDMA2000 network, it is understood that it may be applied with other kinds of 
networks. 

Although several preferred embodiments of the method and system of the 
present invention have been illustrated in the accompanying Drawings and 
described in the foregoing Detailed Description, it will be understood that the 
invention is not limited to the embodiments disclosed, but is capable of numerous 
rearrangements, modifications and substitutions without departing from the spirit 
of the invention as set forth and defined by the following claims. 



